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Executive Summary

Virtual Asset Service Providers (VASPS) operating in 2026 face heightened regulatory scrutiny across
jurisdictions, with supervisors increasingly demanding documented, quantitative risk assessment
frameworks aligned with FATF's risk-based approach. This briefing examines current best practices for
enterprise-wide risk assessment tailored to digital asset businesses, focusing on the distinction between
inherent and residual risk scoring, the four core risk dimensions (customer, product, geography, channel),
control effectiveness rating methodologies, and practical alignment with FATF Recommendation 1 and the
updated 2021 Guidance. As of Q2 2026, enforcement actions in the UK (FCA), Singapore (MAS), Dubai
(VARA), and the United States (FInCEN) have repeatedly cited deficient risk assessment processes as
primary grounds for penalties, license suspensions, and consent orders. Compliance officers must
implement structured, auditable methodologies that demonstrate quantitative risk scoring, control
mapping, and periodic reassessment cycles. This document provides a reference framework suitable for
Board presentation and regulatory examination.

Background

The FATF Standards, revised in October 2021 to explicitly cover virtual assets and VASPs under
Recommendation 15, impose a risk-based approach (RBA) obligation under Recommendation 1. FATF
defines RBA as requiring jurisdictions and obliged entities to identify, assess, and understand their money
laundering and terrorist financing (ML/TF) risks, then take commensurate mitigating measures. For
VASPs, this translates into continuous enterprise risk assessment encompassing all business lines,
customer segments, transaction types, and jurisdictions served.

Traditional financial institutions have employed maturity models for AML risk assessment since Basel
Committee guidance in the early 2000s. VASPs must adapt these frameworks to address unique
characteristics: pseudonymous on-chain activity, cross-border fund flows via decentralized protocols,
self-hosted wallet interactions, NFT and DeFi exposures, and emerging threats such as mixers,
chain-hopping, and atomic swaps. The absence of standardized risk taxonomies for virtual assets has led
to significant variance in assessment quality, which supervisors are now correcting through enforcement.

Key regulatory milestones shaping current practice:

e FATF October 2021 Updated Guidance for a Risk-Based Approach to Virtual Assets and VASPs
(fatf-gafi.org): Established expectations for entity-wide and customer-specific risk assessment,
incorporating product, geography, customer, and delivery channel dimensions.

e FiInCEN March 2022 AML Program Rule for Convertible Virtual Currency (31 CFR 1022.210):
Codified risk assessment as foundational element of AML programs for U.S. money services



businesses dealing in CVC.

* MAS Notice PSNO2 (revised January 2024): Mandated annual enterprise risk assessment for all
Digital Payment Token Service licensees, requiring Board-level approval and documented control
effectiveness testing.

* VARA Compliance and Risk Management Rulebook (February 2023, amended November 2025):
Introduced mandatory inherent/residual risk matrix methodology with prescribed scoring bands for
Dubai Virtual Asset Regulatory Authority licensees.

* FCA June 2025 Dear CEO Letter on AML Systems and Controls: Highlighted persistent failures in
documented risk assessment among cryptoasset firms, announcing supervisory focus for 2025-26.

Current Landscape (2026)
As of June 2026, three tiered assessment models dominate VASP compliance programs:
1. Inherent Risk Scoring

Inherent risk represents exposure before controls are applied. Leading VASPs employ 4x4 or 5x5
matrices assessing likelihood and impact across the four core dimensions:

» Customer Risk: Assessed via PEP status, adverse media, source of funds opacity, entity complexity
(nested structures, nominee arrangements), transactional behavior (velocity, round-tripping, structuring
patterns), jurisdiction of residence/incorporation.

* Product Risk: Differentiated by asset type (Bitcoin vs. privacy coins vs. NFTs vs. synthetic
derivatives), transaction mechanism (custodial exchange vs. P2P facilitation vs. DeFi front-end),
anonymity features (mixers, tumblers, Tornado Cash-type protocols), programmability risk (smart
contract exploits enabling fund flow obfuscation).

» Geographic Risk: Mapped to FATF's public statements on high-risk jurisdictions, U.S. OFAC
Specially Designated Nationals (SDN) List countries, EU high-risk third countries list, national risk
assessments, correspondent banking withdrawal patterns, and travel rule implementation status per
jurisdiction (chainalysis.com/travel-rule-compliance).

* Channel Risk: Differentiated between web portal, mobile app, API access, OTC desk, institutional
prime brokerage, third-party custodian integration, self-hosted wallet sweep functionality, cross-chain
bridge exposure.

Typical inherent risk scores range 1-5 (Low/Low-Medium/Medium/Medium-High/High) per dimension, with
multipliers or weighted aggregation producing composite scores. VARA's rulebook prescribes numerical
thresholds: scores 1-1.9 = Low, 2.0-2.9 = Medium-Low, 3.0-3.9 = Medium, 4.0-4.5 = Medium-High, 4.6-5.0
= High.

2. Control Effectiveness Rating

Controls are mapped to each risk dimension and rated on maturity and effectiveness. Common
frameworks adapt FFIEC's CAT (Customer Due Diligence, Analytics, Transaction Monitoring) taxonomy:

» Customer Controls: KYC/CDD procedures, enhanced due diligence triggers, PEP screening refresh
cycles, ultimate beneficial ownership verification, source of wealth attestation, sanctions screening
(OFAC, UN, EU, UK HMT).



e Product Controls: Blockchain analytics vendor integration (Chainalysis, Elliptic, TRM Labs),
risk-based exposure limits per asset, delisting protocols for high-risk tokens, mixer/tumbler deposit
blocking, automated flagging of cross-chain bridge transactions.

» Geographic Controls: Jurisdiction-based account restrictions, IP geofencing, VPN detection and
block policies, travel rule messaging via TRP/TRUST protocols, correspondent VASP due diligence.

« Channel Controls: Device fingerprinting, behavioral biometrics, velocity limits per channel,
mandatory 2FA for high-risk channels, OTC desk manual review thresholds, smart contract audit
requirements.

Control effectiveness is typically scored as: Not Implemented (0%), Partially Implemented (25%),
Implemented but Untested (50%), Implemented and Tested (75%), Optimized/Continuously Improved
(100%). The MAS PSNO2 framework requires annual independent testing with documented evidence
(penetration test reports, transaction monitoring tuning logs, vendor SLAS).

3. Residual Risk Calculation

Residual risk = Inherent risk x (1 — Control effectiveness). For example:
» Customer segment: High inherent risk (5.0)
* Control effectiveness: 75%
* Residual risk: 5.0 x 0.25 = 1.25 (Low residual)

VASPs are expected to set Board-approved risk appetite statements defining maximum acceptable
residual risk per dimension (e.g., "No customer segment shall exceed Medium residual risk"). Breaches
trigger escalation protocols: enhanced monitoring, product suspension, account exit, or business line
divestiture.

Jurisdiction Snapshots
United States (FinCEN/SEC/CFTC)

* FINCEN 2022 AML Program Rule requires risk assessment as first pillar; 2025 enforcement actions
against BitExit and Argent Services cited "no documented risk assessment process."

» SEC Staff Accounting Bulletin 122 (March 2024) requires registered broker-dealers offering crypto
securities to document residual risk scoring for custody arrangements.

» 2026 examination priorities: risk assessment documentation tops FINCEN's MSB exam checkilist;
examiners expect version-controlled risk matrices updated quarterly.

United Kingdom (FCA)

« FCA Handbook (SYSC 6, amended June 2024) mandates annual enterprise-wide financial crime risk
assessment for registered cryptoasset firms.

« Persistent breaches: FCA's June 2025 Dear CEO letter flagged that 60% of supervised firms lacked
inherent vs. residual risk distinction.

» Approved Person regime (Senior Managers Regime) assigns personal accountability to MLRO for
sign-off on risk assessment updates.

Singapore (MAS)



* PSNO2 Notice (revised January 2024) prescribes annual Board-approved risk assessment; MAS
expects 4-dimension model aligned with FATF.

* MAS Technology Risk Management Guidelines (June 2021, updated January 2024) require
integration of cybersecurity risks into enterprise risk taxonomy.

» Enforcement: 2025 composition fines against three licensees for "failure to update risk assessment
following product expansion into NFTs."

Dubai (VARA)

* VARA Compliance and Risk Management Rulebook (effective November 2025) mandates quarterly
inherent/residual risk recalculation; prescriptive scoring bands reduce discretion.

« Licensees must submit risk assessment summary to VARA within 10 business days of material
change (new jurisdiction, new product line).

» 2026 trend: VARA piloting automated risk assessment validation via on-chain analytics submission
(UNVERIFIED roadmap item; confirmed in principle at February 2026 industry roundtable).

European Union (MiCA Regulation)

» Markets in Crypto-Assets Regulation (MiCA), applicable June 2024, requires CASP authorization
applicants to submit enterprise risk assessment in Article 59 application dossier.

* ESMA's February 2025 Guidelines on AML/CFT for CASPs (esma.europa.eu) recommend 5%5
inherent risk matrix; control effectiveness testing every 12 months minimum.

« Travel Rule: EU-wide implementation via TRP protocol by Q4 2026 introduces new channel risk
variables (interoperability failure, message latency).

Hong Kong (HKMA/SFC)

* SFC's June 2023 Guidance on Anti-Money Laundering for Licensed Virtual Asset Trading Platforms
requires annual risk assessment; HKMA expects licensed banks offering VA custody to use identical
framework.

» 2026 supervisory theme: integration of stablecoin reserve risk into product dimension following Circle
USDC HKD launch.

Switzerland (FINMA)

e FINMA AML Ordinance (AMLO-FINMA, revised January 2024) prescribes risk-based approach; no
mandated template but expectation of 4-dimension coverage.

* FINMA Guidance 02/2019 (updated March 2024) on blockchain payment systems includes illustrative
risk matrices; inherent/residual split implicit rather than explicit.

Key Risks & Enforcement Signals
1. Static Risk Assessments

Supervisors globally are sanctioning VASPs whose risk assessments remain unchanged across multi-year
periods. The FCA's 2025 thematic review found firms conducting "copy-paste" annual exercises with no
updated inherent scores despite expanding into DeFi aggregator services and privacy coin listings.
FINCEN's 2026 guidance (May 2026 FAQ update, fincen.gov) clarifies expectation of quarterly inherent risk



recalibration when transaction volumes exceed 20% variance from baseline.
2. Undefined Control Mapping

VARA's November 2025 enforcement action against a Dubai licensee detailed absence of explicit
control-to-risk mapping: inherent risks identified but no documented controls addressing geographic
sanctions exposure. MAS's 2025 supervision report noted similar deficiency: "licensees articulate risks but
fail to evidence which procedures mitigate them."

3. No Independent Validation

Leading practice now includes annual independent (internal audit or external consultant) validation of
control effectiveness ratings. The SEC's 2024 risk alert on broker-dealer custody highlighted self-assessed
control scores with no third-party testing. Expect 2027+ requirement for external audit sign-off on residual
risk calculations in major jurisdictions.

4. Inadequate Geographic Risk Granularity

VASPs often apply country-level risk ratings (e.g., "Russia = High") without recognizing intra-jurisdictional
nuance. FATF's 2021 Guidance specifies need to assess subnational risks where material; for virtual
assets, this includes regional mining concentration (energy-source risk), local enforcement capacity, and
regulatory clarity. Firms serving customers in partially compliant jurisdictions (FATF grey list) should
document enhanced monitoring rather than blanket prohibition.

5. DeFi and Self-Hosted Wallet Blind Spots

VASPs facilitating fiat on/off-ramps to DeFi protocols or accepting deposits from self-hosted wallets often
underestimate inherent risk. Chainalysis's 2025 Crypto Crime Report (chainalysis.com) attributed $8.6
billion in illicit flows to DeFi protocols; residual risk for VASPs offering DeFi access should reflect control
limitations (inability to freeze on-chain assets, reliance on smart contract audits by third parties).

Implications for Compliance Officers
Board Governance

Risk appetite statements must be Board-approved and include specific residual risk tolerances per
dimension. Minutes should reflect discussion of scenario analysis (e.g., "What if we onboard institutional
customers from Jurisdiction X?"). MAS and VARA both mandate Board receipt of risk assessment updates
within specified timeframes (MAS: annually; VARA: quarterly).

System Integration

Manual risk scoring in spreadsheets is no longer defensible for VASPs with >10,000 customers.
Compliance officers should integrate risk scoring into core platforms: customer risk rating auto-calculated
at onboarding and refreshed via automated triggers (adverse media hit, sanctions list match, transaction
monitoring alert). Leading providers: ComplyAdvantage, Chainalysis KYT with risk scoring APIs, Elliptic
Navigator, Solidus Labs.

Documentation Standards

Supervisors expect version control, audit trails, and sign-off logs. Each risk assessment cycle should
produce: (1) risk matrix with scoring rationale per cell, (2) control inventory with effectiveness evidence, (3)
residual risk heatmap, (4) gap analysis identifying unmitigated risks, (5) remediation plan with owner and
deadline. Retain for minimum 5 years (FINCEN recordkeeping rule, 31 CFR 1022.420; MAS PSNO2 para



6.9).
Scenario Testing

FATF RBA includes forward-looking assessment. Compliance officers should conduct annual scenario
analysis: new product launch, entry into new jurisdiction, regulatory change (e.g., Travel Rule threshold
lowering), threat evolution (new mixer protocol). Document impact on inherent risk scores and required
control enhancements before proceeding.

Resource Calibration

Residual risk scores should inform compliance staffing and technology budget. A Medium-High residual
risk rating in the customer dimension justifies higher EDD throughput capacity and advanced blockchain
analytics subscriptions. Risk assessment becomes budget justification document for CFO and Board audit
committee.

Recommended Actions

1. Adopt 5x5 Inherent Risk Matrix: Implement likelihood x impact scoring (1-5 scale) across customer,
product, geography, channel dimensions. Document scoring criteria in policy (e.g., "High customer risk =
PEP or adverse media or high-risk jurisdiction or entity structure opacity score >3").

2. Formalize Control Inventory: Create control library mapped to each risk dimension. Rate effectiveness
using defined criteria (% implementation + testing evidence). Assign control owners and testing frequency
(quarterly for critical controls, annually for standard).

3. Calculate Residual Risk Quantitatively: Apply formula (inherent x (1 — control effectiveness)) and
generate heatmaps. Set Board-approved tolerances; escalate breaches via governance committee.

4. Automate Where Feasible: Integrate blockchain analytics risk scoring (Chainalysis, Elliptic) into
onboarding workflows. Use RPA to refresh customer risk ratings when sanctions lists update or adverse
media alerts trigger.

5. Independent Validation Cycle: Engage internal audit or external consultant annually to test control
effectiveness ratings. Require sign-off before finalizing residual risk scores.

6. Scenario Analysis Protocol: Conduct quarterly scenario workshops with business lines: "If we list
Asset X, what inherent product risk score applies? What controls must we implement to achieve
acceptable residual risk?"

7. Regulatory Mapping Annex: Append FATF Recommendation 1 compliance checklist to risk
assessment documentation. Cross-reference each risk dimension to specific FATF Guidance paragraphs
(e.g., Customer dimension - paras 58-72 of October 2021 Guidance).

8. Version Control and Audit Trail: Maintain all risk assessments in secure repository with timestamp,
author, approver. Track changes between versions; document reasons for inherent risk score revisions.

9. Travel Rule Integration (2026-27): Update channel risk dimension to reflect Travel Rule
implementation status per jurisdiction. Higher inherent risk for jurisdictions lacking TRP/TRUST
infrastructure; control effectiveness depends on VASP's messaging protocol adoption.

10. Continuous Monitoring Feedback Loop: Configure transaction monitoring system to flag anomalies
that may indicate outdated risk scores (e.g., customer originally rated Low now exhibiting High-risk
behavior). Trigger immediate risk re-rating.
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