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Executive Summary
Virtual Asset Service Providers (VASPs) operating in 2026 face heightened scrutiny from the Financial
Action Task Force (FATF) and national regulators, particularly the U.S. Financial Crimes Enforcement
Network (FinCEN). This briefing catalogues established red flag indicators for suspicious activity in virtual
asset transactions, drawn from FATF's updated guidance (2021, 2023 updates), FinCEN advisories
(FIN-2019-A003, FIN-2023-A001), and enforcement actions. Key indicator categories include: structuring
to evade reporting thresholds; exposure to high-risk counterparties (unlicensed exchanges, darknet
markets, sanctioned entities); use of mixing/tumbling services; interaction with OFAC-designated
addresses; dormant wallet reactivation patterns; and systemic KYC evasion behaviors. Compliance
officers must integrate these indicators into transaction monitoring systems, train staff on emerging
typologies, and calibrate filing thresholds to accommodate blockchain-specific risks. Failure to detect and
report these patterns has resulted in civil money penalties exceeding $100 million in recent enforcement
actions and criminal referrals in egregious cases.

Background
The FATF Recommendations, particularly R.15 (new technologies) and R.16 (wire transfers), mandate
that VASPs implement risk-based anti-money laundering and counter-terrorist financing (AML/CFT)
controls. The June 2019 Interpretive Note to Recommendation 15 explicitly brought VASPs within the
regulated perimeter, requiring them to conduct customer due diligence (CDD), monitor transactions, and
file suspicious activity reports (SARs) or suspicious transaction reports (STRs) with national financial
intelligence units (FIUs).

FinCEN, the U.S. FIU, has issued sector-specific guidance for convertible virtual currency (CVC)
businesses since 2013, updated in 2019 and 2022. The agency's advisories and notices of proposed
rulemaking (notably the 2023 mixer rule and 2024 unhosted wallet rule under 31 CFR § 1010.410(g))
impose affirmative obligations on VASPs to identify and report patterns indicative of money laundering,
sanctions evasion, ransomware payment facilitation, and predicate offenses such as fraud, narcotics
trafficking, and terrorist financing.

Red flag indicators serve as early-warning signals. They do not constitute proof of illicit activity but trigger
enhanced due diligence (EDD), internal escalation, and—when thresholds are met—mandatory SAR filing.
The U.S. Bank Secrecy Act (31 U.S.C. § 5318(g)) requires SARs for transactions of $5,000 or more where
the VASP knows, suspects, or has reason to suspect the transaction involves funds from illegal activity, is
designed to evade BSA requirements, or lacks business or lawful purpose.



Current Landscape (2026)
As of mid-2026, the global regulatory environment for VASPs has matured:

• FATF: The October 2023 revised guidance reinforced the "travel rule" (Recommendation 16),
requiring VASPs to transmit originator and beneficiary information for transfers exceeding USD/EUR
1,000. Peer review processes now assess VASP compliance rigor, with several jurisdictions (Turkey,
Philippines, South Africa) flagged for inadequate supervision.

• United States: FinCEN's final rule on mixing services (effective January 2024) designated certain
anonymity-enhancing technologies as "primary money laundering concerns" under Section 311 of the
USA PATRIOT Act. VASPs must apply special measures, including recordkeeping and reporting for
any customer interaction with designated mixers. The May 2024 unhosted wallet rule requires
transaction reports for self-hosted wallet transactions exceeding $10,000 in aggregate within 24 hours
when involving a VASP account.

• European Union: The Markets in Crypto-Assets Regulation (MiCA) and 6th Anti-Money Laundering
Directive (6AMLD) impose harmonized SAR obligations. The European Banking Authority (EBA)
published indicative typologies in March 2025, aligning closely with FATF/FinCEN frameworks.

• United Kingdom: The Financial Conduct Authority (FCA) continues to enforce the Money
Laundering, Terrorist Financing and Transfer of Funds Regulations 2017 (as amended). The National
Crime Agency (NCA) receives SARs via the Suspicious Activity Reports regime and has published
crypto-specific red flags in conjunction with the National Economic Crime Centre.

• Singapore: The Monetary Authority of Singapore (MAS) updated its Notice PSN02 (Prevention of
Money Laundering and Countering the Financing of Terrorism – Digital Payment Token Service
Providers) in January 2024, incorporating FATF indicators and requiring quarterly internal reviews of
flagged transaction clusters.

• United Arab Emirates: The Virtual Assets Regulatory Authority (VARA) in Dubai mandates real-time
transaction screening against OFAC, UN, and UAE sanctions lists, with automated red flag escalation
protocols outlined in VARA's Compliance and Risk Management Rulebook (CRMR).

Enforcement intensity has escalated. In 2025, FinCEN assessed a $125 million penalty against a
U.S.-registered VASP for willful failure to file SARs on structuring and mixer-linked transactions. The U.S.
Department of Justice (DOJ) criminally charged executives of two offshore exchanges for BSA violations
centered on ignored red flags.

Jurisdiction Snapshots
United States (FinCEN / OFAC)

• Mandatory SAR filing threshold: $5,000 (suspicious); $2,000 (structuring suspected)

• Travel rule: Implemented via recordkeeping rule; VASP-to-VASP information sharing required

• Mixing services: Special measures under 31 CFR § 1010.970 require transaction blocking and
reporting

• Sanctions screening: VASPs must screen against OFAC Specially Designated Nationals (SDN) list
and Sectoral Sanctions Identifications (SSI) list



• Primary source: FinCEN.gov, FIN-2019-A003, FIN-2023-A001; Treasury.gov/OFAC

European Union (EBA / ESMA)

• Harmonized SAR thresholds vary by member state (typically EUR 1,000–15,000)

• Travel rule: Phased implementation under Regulation (EU) 2023/1113 (Transfer of Funds Regulation
amendment)

• Mixing services: High-risk classification; enhanced due diligence mandatory

• Primary source: ESMA.europa.eu, EBA typologies report (March 2025)

United Kingdom (FCA / NCA)

• SAR filing: No monetary threshold; suspicion-based

• Travel rule: Fully aligned with FATF R.16

• Red flag guidance: Joint NCA/FCA publication "Crypto-Asset Suspicious Activity Indicators" (October
2024)

• Primary source: FCA.org.uk, NCA.gov.uk

Singapore (MAS)

• Travel rule: USD/SGD 1,000 threshold

• Enhanced monitoring for transactions involving jurisdictions on FATF greylist

• Quarterly audits of red flag detection systems required

• Primary source: MAS.gov.sg, Notice PSN02

UAE (VARA / Dubai)

• Real-time sanctions screening mandatory

• Automated alert generation for dormant-then-active patterns exceeding AED 50,000

• Monthly submission of flagged cases to VARA Compliance Unit

• Primary source: VARA.ae, CRMR Section 7

Key Risks & Enforcement Signals

1. Structuring (Smurfing)

Definition: Deliberate division of large transactions into smaller amounts to evade reporting thresholds or
disguise aggregate volume.

Indicators:

• Multiple deposits or withdrawals just below $10,000 (U.S. CTR threshold) or $3,000 (common internal
monitoring threshold) within a 24-hour or rolling 7-day window

• Round-number transactions (e.g., $9,900, €4,950) across multiple wallets or accounts

• Coordinated timing across linked accounts or IP addresses

• Use of multiple identity documents for accounts exhibiting similar transaction velocity



FinCEN Guidance: FIN-2019-A003 §4.1 identifies "purposeful structuring to avoid BSA recordkeeping or
reporting requirements" as a high-priority red flag. Case law (United States v. Bada, 2021) affirmed
criminal liability for VASP operators who facilitated customer structuring without filing SARs.

Enforcement Example: In 2024, a Delaware-incorporated VASP received a $30 million penalty for failure
to detect and report systematic structuring by customers linked to fraudulent investment schemes. FinCEN
noted the VASP's transaction monitoring system had a $10,000 single-transaction threshold but no
aggregation logic for related accounts.

2. High-Risk Counterparty Exposure

Definition: Transaction flows involving entities or addresses associated with elevated money laundering,
fraud, or sanctions risk.

Indicators:

• Direct or one-hop transfers to/from unlicensed or unregistered exchanges (particularly those in
non-cooperating jurisdictions)

• Interaction with addresses flagged by blockchain analytics firms (Chainalysis, Elliptic, TRM Labs) as
linked to darknet markets, ransomware groups, or stolen funds

• Counterparty located in FATF-identified high-risk jurisdictions (as of June 2026: Democratic People's
Republic of Korea, Iran, Myanmar [UNVERIFIED: check current FATF list])

• Exchanges or wallets identified in law enforcement seizure warrants or sanctions designations

FATF Guidance: Updated Guidance (October 2023), ¶265–270, requires VASPs to apply EDD to
transactions involving counterparties in high-risk jurisdictions or those lacking adequate AML/CFT controls.

Enforcement Signal: OFAC's April 2024 designation of three China-based OTC desks for facilitating
North Korean sanctions evasion included secondary liability warnings for VASPs that processed
transactions with these desks without adequate screening. One U.S. VASP received a cautionary letter;
two others filed voluntary self-disclosures.

3. Mixer and Tumbler Usage

Definition: Utilization of services designed to obfuscate transaction history and break the deterministic link
between sender and recipient addresses.

Indicators:

• Deposits originating from or withdrawals to known mixer addresses (e.g., Tornado Cash, Sinbad,
ChipMixer [shut down 2023])

• Transaction patterns consistent with coinjoin protocols (e.g., Wasabi Wallet, Samourai Whirlpool)

• Sequential hops through privacy coins (Monero, Zcash shielded transactions) followed by conversion
back to Bitcoin or stablecoins

• Use of custodial mixing services or non-custodial protocols post-deposit into VASP

FinCEN Rule (2023): 31 CFR § 1010.970 designated certain mixing services as institutions of primary
money laundering concern, requiring special due diligence, information collection, and SAR filing for any
customer interaction. VASPs must maintain records of known mixer addresses and update screening lists
quarterly.



OFAC Sanctions: In August 2022, OFAC designated Tornado Cash smart contract addresses, marking
the first time a decentralized protocol was sanctioned. Subsequent designations (Sinbad in November
2023) reinforced a zero-tolerance approach. VASPs face strict liability for processing transactions touching
sanctioned mixer addresses.

Case Law: Coinbase, Inc. v. OFAC (D.D.C. 2024, ongoing) challenges mixer sanctions as overbroad, but
interim orders uphold blocking obligations pending final resolution.

4. Sanctioned Address Touches

Definition: Direct or indirect interaction with addresses on sanctions lists maintained by OFAC, UN
Security Council, EU, or other jurisdictions.

Indicators:

• Transaction origin or destination matches OFAC SDN digital currency address list

• One- or two-hop proximity to sanctioned addresses (tolerance depends on risk appetite; regulatory
expectation is one-hop screening at minimum)

• Addresses associated with sanctioned entities (e.g., Iranian exchanges, Lazarus Group wallets,
Russian darknet operators)

• Customer attempts to transact shortly after a public OFAC designation (possible pre-designation
knowledge or testing for screening gaps)

OFAC Compliance Framework: "Framework for OFAC Compliance Commitments" (May 2019)
emphasizes automated screening and manual review of hits. VASPs must block transactions immediately
upon detection and file a blocking report within 10 business days.

FinCEN Coordination: When a transaction is blocked for sanctions reasons, VASPs should also evaluate
SAR filing obligations under 31 U.S.C. § 5318(g), especially if the customer's account shows other red
flags.

Enforcement: In 2025, OFAC assessed a $40 million penalty against a VASP that processed over 1,200
transactions totaling $18 million involving Iranian-nexus addresses despite having access to commercial
screening tools. The settlement highlighted "reckless disregard" of sanctions obligations.

5. Dormant-Then-Sudden Activity Patterns

Definition: Wallet or account inactive for extended periods (typically ≥6 months) that suddenly receives or
sends large volumes inconsistent with prior behavior.

Indicators:

• Account dormant >180 days, then receives deposits exceeding 10x previous transaction sizes

• Rapid liquidation following dormancy (e.g., immediate conversion to fiat or stablecoin and withdrawal)

• Sudden activity coinciding with public reporting of a data breach, hack, or law enforcement action
(potential laundering of compromised funds)

• Geographical change: dormant account reactivated from IP address or device in a different jurisdiction

Typology Context: This pattern frequently appears in:

- Laundering of ransomware proceeds (attackers wait for "cooling off" before cashing out)



- Movement of funds from long-dormant darknet market wallets

- Recovery of "lost" or "forgotten" wallets containing proceeds of crime

- Insider threat (employee or third-party compromise of dormant customer accounts)

FinCEN Guidance: FIN-2019-A003 §4.3 cites "unusual account activity following a period of inactivity,
especially when followed by large, rapid outflows" as a potential indicator of account takeover or use for
layering illicit funds.

Mitigation: VASPs should implement automated alerts for dormant account reactivation, coupled with
mandatory re-verification of customer identity (stepped-up CDD) before processing outbound transactions
above risk-based thresholds.

6. KYC Evasion Patterns

Definition: Behaviors designed to circumvent or undermine customer identification and verification
processes.

Indicators:

• Use of synthetic identities (combinations of real and fabricated data)

• Submission of documents from high-risk vendors (document mills, online identity generators)

• Multiple accounts registered with slight variations of the same personal information (e.g., "John
Smith," "J. Smith," "Smith John")

• Frequent account closures and re-registrations to reset transaction limits or monitoring baselines

• Geolocation mismatches: customer claims residence in low-risk jurisdiction but transaction patterns
(IP, device fingerprint, withdrawal destination) indicate high-risk location

• Resistance to EDD requests: customer fails to respond to requests for source-of-funds documentation
or provides generic/implausible explanations

Regulatory Expectation: FATF R.10 requires VASPs to verify customer identity using reliable,
independent source documents. FinCEN's 2019 guidance (§5.2) specifies that VASPs must decline or
terminate relationships where CDD cannot be satisfactorily completed.

Technology Layer: FATF's October 2023 guidance acknowledges that decentralized finance (DeFi)
interfaces and privacy-enhancing technologies may facilitate KYC evasion. VASPs offering fiat
on-ramps/off-ramps remain liable for CDD failures even if the customer subsequently transacts via DeFi
protocols.

Enforcement: In 2024, an EU-based VASP was fined €22 million by its national regulator for
systematically accepting obviously fraudulent identity documents (photoshopped images, expired
passports from non-existent issuers) to inflate customer numbers. Subsequent investigation revealed 15%
of accounts were linked to fraudulent online schemes.

Implications for Compliance Officers
Compliance officers at VASPs must operationalize these red flag indicators through:

1. Transaction Monitoring System Calibration: Ensure rule sets capture structuring logic (aggregation
across time windows and related accounts), counterparty risk scoring (integration with blockchain analytics



APIs), and dormancy-activity thresholds.

2. Sanctions Screening Automation: Deploy real-time screening against OFAC, UN, EU, and relevant
national lists. Update address lists daily; many OFAC designations now include cryptocurrency addresses.

3. Staff Training: Quarterly training on emerging typologies. FinCEN and FATF regularly update
guidance; compliance staff must understand *


