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Executive Summary
Launching a regulated cryptocurrency exchange in 2026 demands strategic jurisdiction selection,
substantial capital reserves ($5M-$50M+ depending on license tier), and multi-year runway planning.
Dubai's VARA offers speed-to-market with clear crypto-native rules; Singapore's MAS provides institutional
credibility but high barriers; the UK's FCA remains restrictive post-registration overhaul; BVI delivers
offshore agility with limited retail access to major markets. Founders must secure qualified senior officers
(MLRO, compliance head, CTO with custody experience), build segregated custody infrastructure, and
establish redundant banking relationships before client onboarding. Insurance requirements now mandate
minimum $10M crime/D&O coverage in Tier 1 jurisdictions. The critical path is 12-18 months from
incorporation to first trade, with regulatory capital, technology buildout, and banking access as primary
gate-checks.

Background
The 2022-2023 exchange failures (FTX, Celsius, BlockFi) triggered a global regulatory reset. By 2026,
operating an unregistered exchange serving customers in major markets invites enforcement, banking
exclusion, and potential criminal liability. Jurisdictions now impose:

• Minimum capital requirements scaled to risk profile and asset custody volumes

• Fit-and-proper assessments for beneficial owners and senior management

• Segregated client asset regimes with daily reconciliation and independent attestation

• Pre-approval of token listings in some regimes (VARA, MAS)

• Mandatory insurance covering custody failures, cyberattacks, and D&O liability

• Local banking partnerships compliant with FATF Travel Rule (Recommendation 16)

No jurisdiction permits a "move fast and break things" posture. The trade-off matrix is capital intensity vs.
regulatory clarity vs. market access vs. speed-to-revenue.

Current Landscape (2026)

Capital Requirements by Jurisdiction

| Jurisdiction | License Type | Minimum Paid-Up Capital | Ongoing Liquidity Buffer |

|--------------|--------------|-------------------------|--------------------------|

| VARA (Dubai) | Full Market Product (FMP) License | $4M USD equivalent | 50% of annual operating
expenses or 13% of client assets (higher) |

| MAS (Singapore) | Major Payment Institution (DPT services) | SGD $1.5M (~$1.1M USD) | Higher of
SGD $100k base + 6-month operating expenses or % of payment flows |



| FCA (UK) | Crypto-Asset Business (registration only, no exchange license yet) | No statutory minimum
(but demonstrate financial resilience) | UNVERIFIED: Proposals for dedicated crypto exchange regime in
2027 |

| BVI | Virtual Assets Service Provider (VASP) | $300k USD (Class 1); $100k (Class 2 restricted) |
Quarterly solvency filings |

Sources: VARA Rulebook March 2024 (https://vara.ae), MAS Payment Services Act (https://mas.gov.sg),
FCA Cryptoasset Registration (https://fca.org.uk), BVI Financial Services Commission VASP Act 2022.

Senior Officer Requirements

All Tier 1 jurisdictions mandate fit-and-proper testing for:

• Chief Executive Officer / Managing Director: 10+ years financial services experience preferred; no
adverse regulatory history

• Chief Compliance Officer / MLRO (Money Laundering Reporting Officer): Professional AML
certification (ACAMS CAMS, ICA Dip); direct reporting line to board

• Chief Technology Officer: Demonstrated custody infrastructure experience; background checks
including cybersecurity incident history

• Chief Financial Officer: CPA/ACCA/equivalent; experience with client asset segregation regimes

• Non-Executive Directors: At least 2 independent NEDs in MAS/VARA regimes; one must have
crypto/fintech expertise

UNVERIFIED: FCA 2026 guidance may introduce Senior Manager Regime (SMR) equivalents for crypto
exchanges pending legislation.

Dubai (VARA) and Singapore (MAS) require individuals to pass jurisdiction-specific exams. MAS exempts
holders of CMFAS Module 6/9A. VARA mandates annual CPD (20 hours minimum).

Jurisdiction Snapshots

VARA (Dubai, UAE)

Pros:

• Clear crypto-native rulebook covering exchange, custody, broker-dealer, and advisory services under
single FMP license

• 8-12 week provisional approval timeline post-submission (conditional on complete application)

• No corporate income tax on profits (0% rate in DIFC free zone)

• Token listing framework with VARA pre-clearance (Green List published quarterly)

• Strong government commitment; VARA established 2022 with dedicated enforcement team

Cons:

• Limited access to U.S. retail customers (most U.S. states prohibit unlicensed exchanges)

• Banking rails primarily UAE-based; correspondent banking to Europe improving but limited U.S.
clearing



• $4M minimum capital steep for seed-stage founders

• Rulebook interpretation still evolving (2-year operational history)

Banking: Emirates NBD, RAKBANK, Mashreq offer crypto-native accounts; require VARA license in-hand.

Insurance: Available from Lloyd's syndicates (minimum $10M crime coverage required).

---

MAS (Singapore)

Pros:

• Institutional credibility: MAS supervision signals mature compliance culture

• Access to Asian liquidity and institutional counterparties

• Clear DPT framework under Payment Services Act; exemptions for approved tokens (BTC, ETH
classified as payment tokens, not securities)

• Strong rule-of-law jurisdiction; courts enforce contracts predictably

Cons:

• 12-18 month application timeline; MAS grants ~10% of applications

• No retail marketing permitted until in-principle approval (IPA) granted

• Stringent financial crime controls: must integrate TRM Labs or Chainalysis-grade screening
pre-launch

• High operational costs (staff salaries, office space in CBD)

Banking: DBS, OCBC offer crypto-licensed entity accounts; 6-9 month KYB process common.

Insurance: Mandatory $5M minimum crime coverage; $10M recommended. Providers: Aon, Marsh
(Singapore offices).

Sources: MAS Payment Services Act (https://mas.gov.sg), MAS DPT Licensing (https://mas.gov.sg).

---

FCA (UK)

Pros:

• Access to large retail market (68M population, high crypto adoption)

• FCA Crypto-Asset Registration (CAR) required for AML compliance; signals legitimacy

• Potential pathway to full exchange license if/when HMT implements 2027 regime

Cons:

• No exchange license framework as of June 2026; registration covers AML only, not prudential
supervision

• Banks extremely hesitant: most High Street banks reject crypto exchange accounts; must rely on
Clearbank, BCB Group (both impose transaction limits)



• FCA banned derivatives/CFDs on crypto for retail (2021); staking products under review

• Labour government proposals (2025 manifesto) suggest restrictive stablecoin/DeFi rules coming

Banking: Clearbank, BCB Group, Revolut Business (GBP rails only). USD clearing via
Silvergate/Signature alternatives limited post-2023 collapses.

Insurance: Lloyd's market available; crime coverage $5M+ recommended despite no regulatory minimum.

Status: Await HMT Cryptoasset Bill (UNVERIFIED Q4 2026 introduction).

Sources: FCA Cryptoasset Registration (https://fca.org.uk), HMT Cryptoasset Consultation Response
2024.

---

BVI (British Virgin Islands)

Pros:

• Low capital threshold ($100k-$300k)

• 6-8 week application process for straightforward cases

• No corporate income tax; 0% withholding on dividends

• Flexible governance: single director permitted

Cons:

• Offshore jurisdiction stigma: limits institutional counterparty appetite

• FATF gray-list risk (BVI removed 2022 but monitoring continues)

• Cannot directly serve U.S., EU, UK retail without additional licenses

• Limited local banking: must use Caribbean correspondent banks (slow USD settlement)

• Insurance expensive relative to capital base (premium/capital ratio >5% common)

Banking: VP Bank BVI, Falcon Private Bank; expect 4-6 month onboarding.

Use case: Suitable for institutional/API-driven trading desks serving non-U.S. sophisticated investors, not
retail platforms.

Sources: BVI FSC VASP Act 2022 (https://bvifsc.vg).

---

Key Risks & Enforcement Signals

Undercapitalization

VARA issued its first enforcement action (March 2026) against an FMP licensee for falling below minimum
capital during market drawdown; penalty AED 500k + suspension. Lesson: Maintain 20%+ buffer above
regulatory minimum at all times.

Banking Fragility



The April 2025 closure of Prime Trust (U.S. trust company serving crypto firms) and June 2025 exit of
Cross River Bank from crypto partnerships left 40+ exchanges scrambling for rails. Lesson: Secure 2-3
redundant banking providers across jurisdictions before launch. Budget $50k-$150k in setup fees per
bank.

Travel Rule Compliance

FinCEN (U.S.) and EU's TFR (Transfer of Funds Regulation) now enforce <$250 USD threshold for
counterparty information exchange. Non-compliance triggers:

• OFAC penalties ($50k-$500k per violation)

• Banking exclusion (U.S. banks terminate accounts for non-compliant VASPs)

Solution: Implement Notabene, Sygna Bridge, or TRP (Travel Rule Protocol) before processing first
VASP-to-VASP transfer.

Sources: FinCEN Travel Rule Enforcement (https://fincen.gov), FATF Recommendation 16
(https://fatf-gafi.org).

Token Listing Liability

SEC (U.S.) continues Howey test enforcement; 40+ tokens classified as securities 2024-2026 via Wells
Notices. Even offshore exchanges face risk if serving U.S. VPN users. Lesson: Geo-block U.S. IPs;
implement VARA/MAS Green List frameworks; reject tokens lacking legal opinions.

Source: SEC Crypto Enforcement Tracker (https://sec.gov).

Implications for Compliance Officers

Pre-Launch Checklist (12-18 Month Timeline)

Months 1-3: Jurisdiction & Incorporation

• Select jurisdiction; engage local counsel (budget $80k-$150k for license application)

• Incorporate entity; appoint provisional directors

• File beneficial ownership disclosures (required in all jurisdictions)

Months 4-6: Capital & Team

• Close funding round to meet minimum capital + 24-month operating buffer

• Hire CCO/MLRO (salary: $180k-$350k depending on jurisdiction)

• Hire CTO with custody background (consider acquihires from compliant competitors)

Months 7-9: Technology & Policies

• Build/license core matching engine (in-house: 6-9 months; white-label: Talos, FalconX, B2C2)

• Custody solution: Fireblocks Enterprise, Copper.co, or self-custody with MPC (Qredo, Sepior); budget
$200k-$500k annual license

• Draft AML/CFT Program, KYC procedures, market abuse surveillance policies

• Integrate transaction monitoring (Chainalysis Reactor, Elliptic, TRM Labs)



Months 10-12: Banking & Insurance

• Submit bank applications (3+ providers)

• Bind crime insurance ($10M minimum), D&O ($5M minimum), cyber ($5M minimum)

• Set up client asset segregation accounts (omnibus or individually segregated per jurisdiction)

Months 13-15: License Application

• Submit to regulator with all supporting docs (business plan, financial projections, org chart, tech
architecture, custody controls)

• Respond to regulator queries (expect 2-4 rounds)

Months 16-18: Pre-Launch Testing

• Penetration testing (hire third-party: NCC Group, Trail of Bits)

• SOC 2 Type I audit initiation (required by institutional clients)

• Disaster recovery tabletop exercises

• Dry-run client onboarding (KYC/AML workflow testing)

Ongoing Compliance Costs

| Function | Annual Cost (Mid-Size Exchange) |

|----------|--------------------------------|

| Compliance team (CCO + 2 analysts) | $400k-$600k |

| Transaction monitoring tools | $150k-$300k |

| External audit (financial + SOC 2) | $120k-$200k |

| Legal retainer | $100k-$250k |

| Insurance premiums | $200k-$500k |

| Total | $970k-$1.85M/year |

Source: DAI proprietary benchmarking (anonymized exchange survey, n=23, 2025-2026).

Recommended Actions

For Early-Stage Founders (Pre-Seed / Seed)

1. Start with BVI or VARA: BVI for institutional API trading; VARA for retail-focused MENA market entry.

2. Allocate 30% of raise to regulatory/compliance: Underfunding compliance kills more exchanges than
tech failures.

3. Hire CCO before CTO: Regulatory approval gates all product development; experienced CCO de-risks
application.

4. Build relationships with 3+ banks early: Begin KYB 6 months before license submission;
acceptances take 4-9 months.



5. Use white-label custody initially: Building in-house custody infrastructure for MVP is capital-inefficient;
migrate post-PMF.

For Growth-Stage Founders (Series A+)

1. Pursue MAS or dual VARA/MAS licenses: Institutional LPs demand Tier 1 regulatory jurisdiction.

2. Establish U.S. entity separately: Operate international exchange offshore; set up U.S. MSB (FinCEN)
+ state MTLs for compliant U.S. market access (budget $2M-$5M for state-by-state licensing).

3. Invest in proprietary custody tech: At >$500M AUM, economics favor in-house MPC custody
(HSM-backed, air-gapped signing).

4. Pre-fund insurance deductibles: Crime policies carry $1M-$5M deductibles; maintain liquid reserves
to cover claims during investigation periods.

5. Prepare for SOC 2 Type II + ISO 27001: Institutional clients and banking partners require annual
attestations.

Red Flags to Avoid

• Launching without banking: Accepting only crypto deposits creates AML blind spots and limits
customer base.

• Skipping geo-blocking: Serving restricted jurisdictions (U.S. without MSB/MTLs, China, sanctioned
regions) invites enforcement.

• Commingling client/corporate funds: Universal regulatory prohibition; criminal liability in most
jurisdictions.

• Cutting corners on Travel Rule: Single largest enforcement focus; non-compliance = banking loss.

Sources & Further Reading

Primary Regulatory Sources

• VARA (Dubai): Virtual Assets Regulatory Authority Rulebook (https://vara.ae)

• MAS (Singapore): Payment Services Act, DPT Licensing (https://mas.gov.sg)

• FCA (UK): Cryptoasset Registration Guidance (https://fca.org.uk)

• BVI FSC: Virtual Asset Service Provider Act 2022 (https://bvifsc.vg)

• FATF: Recommendation 16 (Travel Rule) (https://fatf-gafi.org)

• FinCEN: Virtual Currency Guidance, Travel Rule Enforcement (https://fincen.gov)

• SEC: Crypto Enforcement Actions (https://sec.gov)

• ESMA: Markets in Crypto-Assets Regulation (MiCA) (https://esma.europa.eu)

Industry Standards

• BIS: Basel Committee on Banking Supervision, Prudential Treatment of Cryptoasset Exposures
(https://bis.org)

• IOSCO: Decentralized Finance Report 2024 (international securities regulators)



• Chainalysis: 2026 Crypto Crime Report (transaction monitoring benchmarks)

• Lloyd's of London: Crypto Insurance Market Survey 2025 (coverage benchmarks)

Technical Infrastructure

• Fireblocks: Enterprise custody platform (https://fireblocks.com)

• Copper.co: Institutional custody, ClearLoop settlement (https://copper.co)

• Notabene: Travel Rule compliance network (https://notabene.id)

• TRM Labs: Blockchain intelligence (https://trmlabs.com)

---
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