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Executive Summary

"Pig butchering" (mmm, sha zhu pan) represents a composite fraud-and-trafficking typology now
generating estimated global losses exceeding USD $75 billion annually, with digital asset
rails—particularly USDT on TRON—serving as the primary value extraction mechanism. Unlike traditional
romance or investment scams, pig butchering combines weeks-long psychological manipulation,
fraudulent crypto trading platforms, forced labor in Southeast Asian compounds, and transnational money
laundering networks. FINCEN alerts (November 2023, April 2025) and UN OHCHR investigations (August
2024) document the convergence of human trafficking, technology-enabled fraud, and digital asset
misuse. Financial institutions face escalating regulatory expectations to detect onboarding patterns,
platform impersonation, and rapid USDT liquidation flows tied to jurisdictions with weak AML
enforcement—particularly Cambodia, Myanmar, Laos, UAE, and certain provinces in China. This briefing
consolidates updated red flag taxonomies, enforcement signals, and defensive postures for compliance
officers managing crypto onboarding, transaction monitoring, and suspicious activity reporting obligations.

Background

Etymology and Operational Model

The term "sha zhu pan" translates literally to "pig butchering plate"—victims are "fattened" through
prolonged social engineering before financial "slaughter.” The operational sequence typically involves:

1. Initial Contact: Unsolicited messages via WhatsApp, Telegram, LinkedIn, or dating apps (Tinder,
Bumble, Tantan), often beginning with a "wrong number" pretext.

2. Relationship Cultivation: Daily conversations over 2-8 weeks establishing trust, romantic interest, or
mentorship narratives.

3. Investment Introduction: Scammer introduces victim to "lucrative" cryptocurrency investment
opportunities, often citing insider knowledge or proprietary trading algorithms.

4. Platform Onboarding: Victim directed to fraudulent trading platform (cloned Ul mimicking Coinbase,
Binance, Kraken; hosted on disposable domains).

5. Initial Gains: Platform displays fabricated profits to reinforce victim confidence; small withdrawals may
be permitted.

6. Capital Escalation: Scammer encourages larger deposits, often coaching victim to liquidate retirement
accounts, take loans, or involve family members.

7. Exit Event: Withdrawal requests denied citing "tax obligations,
issues." All contact ceases.
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Trafficking Nexus



A 2024 UN Office of the High Commissioner for Human Rights (OHCHR) report documented that an
estimated 220,000+ individuals—predominantly Chinese, Vietnamese, Thai, and Malaysian nationals—are
held under conditions of forced labor in scam compounds across Myanmar, Cambodia, and Laos. Workers
are trafficked under false employment pretexts (customer service, translation roles), then coerced into
operating pig butchering scripts under threat of violence, debt bondage, and passport confiscation.
Facilities often operate in special economic zones with limited state oversight (e.g., Sihanoukville's casino
complexes in Cambodia; Shwe Kokko and KK Park in Myanmar's Kayin State).

Current Landscape (2026)

Scale and Geographic Concentration

* Victim Losses: FBI IC3 data (2025) recorded USD $4.6 billion in reported U.S. losses for 2024, up
38% year-over-year. Global estimates range from $64-$75 billion when including unreported cases
across Asia-Pacific and Europe.

* Operational Hubs: Myanmar (Shan State, Kayin State), Cambodia (Sihanoukville, Poipet), Laos
(Golden Triangle SEZ), UAE (Dubai free zones), and—emerging—parts of the Philippines and
Thailand.

» Technology Stack: Scammers leverage Telegram for communication, WhatsApp for victim contact,
and purpose-built "white label" trading platform software (e.g., packages sold as "Coinbox," "BTCC
Clone," "MetaTrader White Label") hosted on short-lifecycle domains.

Digital Asset Laundering Rails

##H# USDT Dominance

Tether (USDT) on TRON blockchain accounts for >80% of traced pig butchering proceeds due to:
* Low transaction fees (~$1 vs. $15-50 on Ethereum).
« High liquidity in Southeast Asian P2P markets.

 Acceptance by over-the-counter (OTC) desks and informal money service businesses (MSBs) with
weak KYC.

###H# Huione Ecosystem

Huione Pay and Huione Guarantee—platforms originally designed for Cambodia-based
e-commerce—have been identified in investigative reporting (The Organized Crime and Corruption
Reporting Project, September 2025) as intermediaries for converting victim funds into USDT. Mechanisms
include:

« Victims instructed to purchase USDT via compliant exchanges (Coinbase, Kraken) and transfer to
provided TRON addresses.

 Funds consolidated through Huione-linked wallets, then redistributed to OTC brokers in Cambodia,
UAE, and Hong Kong.

» Huione Guarantee allegedly facilitates escrow for USDT-to-fiat conversions, collecting service fees on
transactions.



UNVERIFIED: Exact transaction volume through Huione channels; the company denies facilitation of illicit
activity, and no regulatory enforcement action has been finalized as of June 2026.

##HH Secondary Rails

* OTC Desks: Dubai-based OTC brokers (operating in DMCC and DIFC free zones) and Hong Kong
MSBs provide rapid USDT-to-fiat conversion with minimal source-of-funds inquiries.

* Nested Accounts: Shell companies in Hong Kong, Singapore, and BVI hold accounts at Tier-2
banks, used to receive fiat proceeds after crypto liquidation.

* Mixing Services: Tornado Cash (pre-sanctions), newer mixers (e.g., Railway, Sinbad prior to
closure), and chain-hopping (TRON — BSC - Ethereum) obscure transaction trails.

Jurisdiction Snapshots

United States

* FINCEN Alert FIN-2023-A005 (November 21, 2023): First formal pig butchering advisory. Outlined
typology stages and imposed expectation that banks, MSBs, and crypto exchanges file SARs on
suspected activity.

* FINCEN Alert FIN-2025-A002 (April 14, 2025): Updated guidance emphasizing TRON-USDT
monitoring, Huione linkages, and coordination with transnational law enforcement.

« DOJ / FBI: Operation "Shamrock Heist" (February 2025) resulted in seizure of $89 million in USDT
across 27 wallets tied to Cambodian syndicates; six arrests in Thailand and Malaysia under U.S.
extradition warrants.

« SEC: No direct pig butchering enforcement; however, parallel unregistered securities actions against
fake trading platforms (e.g., SEC v. BitFuture Investments, March 2025).

European Union / ESMA

* MiCA (Markets in Crypto-Assets Regulation): Effective December 2024. Imposes VASP licensing,
transaction monitoring, and travel rule compliance. Pig butchering proceeds routed through unlicensed
EU VASPs subject to operational prohibition.

* ESMA Investor Warning (January 2026): Public alert on fake trading platforms; lists 140+ cloned
domains targeting EU nationals.

* Europol Operation Desert Light (May 2025): Coordinated raids across Spain, Italy, Germany;
disruption of call centers posing as crypto advisors. 34 arrests, €12 million seized.

United Kingdom

« FCA Warning List: As of June 2026, 600+ domains flagged as clone trading platforms. FCA imposes
no direct enforcement jurisdiction over foreign-operated scam sites but encourages victims to report to
Action Fraud.

* NCA (National Crime Agency): Launched "Project Elaborate" (March 2025) targeting UK-based
money mules and nested accounts receiving pig butchering proceeds. 18 arrests; £8 million in asset
freezes.



Singapore

* MAS Notice 626 (revised August 2025): Requires licensed Digital Payment Token (DPT) service
providers to implement enhanced due diligence (EDD) on customers receiving funds from high-risk
jurisdictions (Myanmar, Cambodia, Laos, certain UAE entities).

* CAD (Commercial Affairs Department): Issued public advisories (February 2026) after reported
victim losses exceeded SGD $200 million in 2024-25.

» Travel Rule Enforcement: Singapore exchanges (e.g., Crypto.com Singapore, Coinhako) must
collect originator/beneficiary data per FATF Recommendation 16; pig butchering flows often flagged
due to missing beneficiary data.

UAE

* VARA (Virtual Asset Regulatory Authority, Dubai): Licensing regime operational since February
2023; however, enforcement against OTC desks and TRON-focused services remains limited.

* DFSA (Dubai International Financial Centre): Enhanced scrutiny of MSBs and nested
correspondent accounts following FInCEN 314(b) information requests.

» Concern: Dubai's role as USDT-to-AED/USD conversion hub for Southeast Asian syndicates has
drawn U.S. Treasury attention; UNVERIFIED whether formal OFAC designations are pending.
Hong Kong

e SFC (Securities and Futures Commission): Licensed VASPs (effective June 2023) must comply
with AML/CFT requirements including transaction monitoring and STR filing.

« JFIU (Joint Financial Intelligence Unit): Issued Fraud and Money Laundering Risk Indicators
(October 2025), explicitly citing pig butchering inflows via USDT and nested bank accounts.

* Enforcement: HKPF arrested 47 individuals (April 2026) linked to USDT liquidation network; HKD
$320 million frozen.
FATF

« Updated Guidance on Virtual Assets (March 2025): Reinforced expectation that jurisdictions
implement travel rule for stablecoins; highlighted pig butchering as "exemplar of cross-border VASP
misuse."

e Mutual Evaluation Outcomes: Cambodia, Myanmar, and Laos remain non-compliant or partially
compliant on Recommendations 1, 3, 6, 14, 15, 16—creating enforcement voids exploited by
syndicates.

Key Risks & Enforcement Signals

For Banks

* Nested Account Exposure: Shell companies in Hong Kong, Singapore, BVI opening accounts for
"consulting" or "trading" purposes. Rapid turnover of funds, wire transfers labeled "investment returns"
or "software services."



e Mule Account Onboarding: Victims instructed to wire funds to third-party accounts (posing as
"exchange custodians" or "trading partners"). Accounts exhibit inconsistent transaction patterns relative
to stated business purpose.

* Red Flags:

- Multiple incoming wires from unrelated individuals with references to "crypto,” "USDT," "trading profits."
- Customer unable to articulate investment strategy or counterparty details.

- Sudden large outbound wires to Southeast Asian banks or UAE exchange houses shortly after deposit.

For Crypto Exchanges / VASPs
* Onboarding Patterns:

- New user immediately deposits fiat or USDT, then transfers >90% to external TRON wallet within 24-72
hours.

- Wallet address linked to known scam platforms (blockchain forensics flags via Chainalysis, Elliptic, TRM
Labs).

e Transaction Monitoring:

- Clusters of users sending USDT to identical receiving address (indicative of scammer consolidation
wallet).

- High-frequency TRON transactions with minimal on-platform trading activity.
- Beneficiary addresses appearing on OFAC SDN List or law enforcement advisories.
» Geographic Risk:
- Users registered in Cambodia, Myanmar, Laos, or UAE exhibiting high USDT volumes relative to
jurisdiction's economic profile.
For Compliance Officers

* SAR / STR Filing Obligations: FInCEN explicitly expects SARs on suspected pig butchering activity;
failure to file may constitute willful blindness under United States v. Monroy precedent (money
laundering facilitation).

» Cross-Border Information Sharing: Leverage FINCEN 314(a) requests, JFIU collaboration, and
FATF contact points to obtain intelligence on scammer wallets and nested account structures.

« Victim Interaction Challenges: Victims often coached by scammers to provide false information to
banks ("trading profits," "gift from friend"). Compliance officers must probe inconsistencies without
disclosing investigative interest.

Implications for Compliance Officers

Immediate Considerations

1. Typology Training: Ensure frontline staff (onboarding, customer service, fraud departments) recognize
pig butchering scripts—particularly the "wrong number" opening, gradual trust-building, and platform
introduction.



2. Enhanced Due Diligence Triggers: Implement automated flags for:
- TRON USDT transactions >$10,000 within 72 hours of account funding.

- Beneficiary addresses linked to Huione-affiliated wallets (collaborate with blockchain forensics vendors).

Investment return,

- Wire references containing terms: "platform," "profit withdrawal, teacher," "mentor."

3. Platform Impersonation Lists: Integrate FCA clone firm list, ESMA warnings, and SEC litigation
documents into domain blacklisting for web filtering and transaction description screening.

4. Victim Support Protocols: Develop customer communication scripts that balance fraud prevention with
empathy; recognize that victims may be psychologically manipulated and resistant to intervention.
Strategic Initiatives

» Consortium Intelligence Sharing: Participate in industry working groups (e.g., Global Coalition to
Fight Financial Crime, Crypto ISAC) to share scammer wallet addresses and mule account identifiers.

» Travel Rule Infrastructure: Deploy VASP-to-VASP messaging (e.g., Notabene, Sygna Bridge) to
obtain originator data for inbound USDT transfers; reject transactions with missing or fabricated
beneficiary details.

* AI/ML Transaction Monitoring: Train models on pig butchering transaction patterns—particularly the
temporal sequence of onboarding — funding - rapid external transfer.

e Law Enforcement Liaison: Establish direct channels with FBI IC3, FiInCEN, NCA, CAD Singapore,
HKPF JFIU for rapid case escalation and potential victim asset recovery.

Recommended Actions

For Banks

1. Update EDD Questionnaires: Add specific questions for customers engaged in crypto trading—"Who
introduced you to this platform? Can you demonstrate platform login? Provide platform regulatory license
details?"

2. Wire Transfer Controls: Flag outbound wires to exchange houses in Cambodia, Myanmar, UAE when
initiated by customers with recent crypto-related inquiries or deposits.

3. Nested Account Reviews: Audit Hong Kong and Singapore-registered shell companies with
"consulting" or "software" business codes; cross-reference beneficial owners against adverse media and
corporate registry filings.

For Crypto Exchanges

1. Blockchain Forensics Integration: Deploy real-time screening of deposit/withdrawal addresses
against Chainalysis Reactor, Elliptic Investigator, or TRM Forensics for scam-linked wallets.

2. TRON-Specific Monitoring: Given USDT-TRON's dominance in typology, implement elevated scrutiny
for users whose transaction volume is >75% TRON-based.

3. User Education: Display prominent warnings during USDT withdrawal flows—"Are you sending funds
to a trading platform someone recommended? Verify platform legitimacy via [regulator link]."



For Regulators and Policymakers

1. Huione Designation Review: U.S. Treasury and EU authorities should assess whether Huione
Pay/Guarantee entities meet criteria for SDN listing or asset freezing under counter-trafficking statutes.

2. Travel Rule Enforcement: FATF should prioritize Myanmar, Cambodia, Laos mutual evaluations;
consider non-cooperative jurisdiction listings absent compliance progress.

3. Victim Repatriation and Asset Recovery: Coordinate with INTERPOL and UNODC on cross-border
task forces to rescue trafficking victims and seize syndicate-held crypto assets.
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